Inventory of FERPA Changes Effective January 8, 2009
· SSN specifically prohibited as directory information; had only been defined as “personally identifiable.”

· A student identification number may be disclosed as directory information if it qualifies as an electronic identifier – that is, it functions as a “name” so it may not be used to authenticate identity and cannot be used by alone to gain access to education records.
· Records that pertain to a student’s previous attendance as a student are “education records” regardless of when they were created or received by the institution.  (In contrast to any previous interpretation that any record created or received after a student is no longer enrolled is not an “education record” and could therefore be subject to disclosure under an open records law.
· Peer-grading is a common educational practice that is still OK.
· Definition of state auditor remains topic of continued study because of interest in limiting entities that could gain access to personally identifiable information.
· Disclosures to parents are permissible without the student’s consent under three exceptions.  A school may disclose education records to a parent of a dependent student under any circumstance.  Even if a student is not a dependent, a postsecondary institution may disclose education records to a student’s parent under the alcohol or controlled substance exception (§ 99.31(a)(15)) or in connection with a health or safety emergency (§ 99.31(a)(10)) under the circumstances set forth in §99.36, discussed below.  The change will help institutions understand that while they may choose to follow a policy of not disclosing information to the parents of eligible students, FERPA does not prevent them from doing so in most circumstances.
· Expand “school officials” exception to include contractors, consultants, volunteers, and other outside service providers used to perform institutional services and functions.  FERPA does not require institutions to provide all institutional services and functions on an in-house basis.
· Use “reasonable methods” to ensure that school official obtain access to only those education records  - paper or electronic – in which they have legitimate educational interests and the burden falls to the institution to justify access if questioned.  (Puget Sound uses role-based software to define limit of access.
· The authority to disclose or transfer education records to a student’s new school does not cease automatically the moment a student has enrolled and continues to any future point in time so long as the disclosure is for purposes related to the student’s enrollment or transfer.  This means that a school may disclose any records or information, including health and disciplinary records, that the school could have disclosed when the student was seeking or intending to enroll in the new school. 
· The final regulations require an institution using the “for or on behalf of exception” to enter into a written agreement with the recipient organization that specifies the purposes of the study.  
· The written agreement must specify that information from education records may only be used to meet the purposes of the study stated in the written agreement and must contain the current requirements in §99.31(a)(6) on redisclosure and destruction of information, as described above.  The written agreement must require the organization to conduct the study in a manner that does not permit personal identification of parents and students by anyone other than representatives of the organization with legitimate interests.  The final regulations also require that the written agreement must specify the purpose, scope, and duration of the student and the information to be disclosed; requires the organization to destroy or return all personally identifiable information when no longer needed for the study, and must specify the time period during which the organization must either destroy or return the information.
· Institutions are allowed to make disclosures based on orders issued by the US Attorney General under the USA Patriot act without consent or notice to the parent or student that would otherwise be required under §99.31(a)(9) of the regulations and without recording the disclosure under §99.32(a).  Note that the court order itself may instruct the institution not to notify the parent or student or record the disclosure of education records, or disclose the existence of the ex parte order to any party. 
· The Campus Sex Crimes Prevention Act (CSCPA), which is §1601(d) of the Victims of Trafficking and Violence Protection Act of 2000, created a new exception to the consent requirement in FERPA that allows institutions to disclose information concerning registered sex offenders provided under State sex offender registration and campus community notification programs for institutions of higher education required under the Wetterling Act, 42 U.S.C. 14071.  Under the Wetterling Act, States must require certain sex offenders to register their name and address with the State authority where the offender lives, works, or is enrolled as a student.  States are also required to release relevant information necessary to protect the public concerning persons required to register under what are known as “community notification programs.”
· Standards provided under which institutions may release, without consent, education records that have been de-identified.
· Biometric records added to personally identifiable information plus indirect identifiers such as mother’s maiden name, date and place of birth.
· Use reasonable methods to identify and authenticate identity of students, parents, school officials, and other parties. 
· The final regulations remove the language requiring strict construction of the health and safety exception and add a provision that says that, in making a determination under §99.36, an educational agency or institution may take into account the totality of the circumstances pertaining to a threat to the safety or health of the student or other individuals.  If the school determines that there is an articulable and significant threat to the health or safety of a student or other individuals, it may disclose information from education records to appropriate parties whose knowledge of the information is necessary to protect the health and safety of the student or other individuals.  These changes were made as a result of issues that were raised after the Virginia Tech tragedy in April 2007.  In the first instance, the Secretary determined that greater flexibility and deference should be afforded to administrators so that they can bring appropriate resources to bear on circumstances that threaten the health or safety of individuals.  With regard to the second amendment adding parents to those considered an “appropriate party,” this change will clarify to colleges and universities that parents may be notified when there is a health or safety emergency involving their son or daughter, notwithstanding any FERPA provision that might otherwise prevent such a disclosure.  Final regulations specify that an opt-out of direction information disclosures does not prevent an institution from identifying a student by name in class – a student does not have the right to remain anonymous in class.
FERPA Overview for the University of Puget Sound
January 20, 2009

The Family Educational Rights and Privacy Act (FERPA) is a federal law affording parents the right to have access to their children's education records, the right to seek to have those records amended, and the right to have some control over the disclosure of personally identifiable information from those records.  Upon the student’s 18th birthday, or when the student enters a postsecondary institution at any age, the rights under FERPA transfer from the parents to the student.

The US Department of Education has issued several changes or clarifications that were effective on January 8, 2009, and of particular interest are the following:

· A biometric record (a measureable biological or behavioral characteristic such as fingerprint or handwriting) is defined under “personally identifiable information.”  That is, information that would make the student’s identity easily traceable.

· “Directory information” includes a student’s ID number if it cannot be used to gain access to education records except when used with one or more other factors (such as a password) to authenticate the user’s identity.

· FERPA does not give a student the right to prevent disclosure of his or her name or other identifier in the classroom.  (A student does not have the right to remain anonymous.)
· Institutions may decide to make students’ electronic identifiers and e-mail addresses available within the institution but not release them outside of the institution.
· Peer-graded papers do not violate FERPA.  FERPA is not intended to interfere with an instructor’s ability to carryout customary practices such as group grading of team assignments in a classroom.  FERPA does not prevent instructors from allowing a student to grade a test or homework assignment of another student or from calling out that grade in class, even though the grade may become part of the education record.

· We are to amend our Annual Notification to students of their rights under FERPA to include the possibility that education records may be released to contractors, volunteers, or others performing institutional functions.
After a student has enrolled in a new institution, the student’s former institution may disclose any records or information that it would have disclosed when the student was seeking or intending to enroll in the new institution.  FERPA had indicated release was permissible under the “seeking or intending” to enroll clause.  Having enrolled was considered by some institutions to be a different circumstance.

· By prior regulation, the provisions for disclosing information in health and safety emergencies were to be “strictly construed.”  Institutions are now allowed to exercise judgment:
· Institutions may take “totality of the circumstances” into account.

· If an institution determines there is an “articulable and significant threat” to the health or safety of a student or others, an institution may disclose information from education records to “any person whose knowledge of the situation is necessary to protect” the health or safety of the student or others.

· If, based on the information available at the time, there is a rational basis for the determination, the Department of Education will not substitute its judgment for the institution’s judgment.

· A separate change was made to another section of the health and safety emergency provision to allow disclosure of personally identifiable information from an education record to “appropriate parties,” including parents of an eligible student, if knowledge of the information is necessary to protect the health or safety of the student or other individuals.

· Additionally, the Department of Education will require that the institution involved in a disclosure under these circumstances record the nature of the threat and the parties to whom it disclosed information under the “health or safety” emergency section.

· FERPA also allows disclosure to parents if the student has violated any Federal, State, or local law, or any rule or policy of the institution, governing the use or possession of alcohol or a controlled substance, if the institution determines that the student has committed a disciplinary violation regarding the use or possession and the student is under 21 at the time of the disclosure.

Link to Family Policy Compliance Office in the Department of Education with additional link to December 2008 section-by-section analysis of the FERPA Final Rule and to “Dear Colleague Letter about Family Educational Rights and Privacy Act (FERPA Final Regulations”

http://www.ed.gov/policy/gen/guid/fpco/index.html
Link to Virginia Tech Review Panel and with downloadable sections and chapters.

http://www.vtreviewpanel.org/index.html
Separate link to Chapter 5 Information Privacy Laws of the Virginia Tech Review Panel final report.

http://www.scribd.com/doc/265906/Virginia-Tech-Shootings-Review-Panel-Report-12-CHAPTER-V
